
 

Terms & Conditions 
Terms and Conditions of Ekco Security Limited 

1. Interpretation 

1.1 In these terms and conditions, the following definitions apply: 

“Affiliate” of a party means any entity which directly or indirectly owns or 
controls, is directly or indirectly owned or controlled by, or under common 
ownership or control with, that party. 

“Client” means the legal entity identified on the relevant PO, Quote, SOW or 
SLA. 

“Client Primary Contact” means the client’s primary contact as stipulated in 
the SOW/SLA and/or Quote. 

“Contract” means together the relevant Quote, PO, SOW, and the Data 
Processing Schedule, where relevant, and the Terms. 

“Data Processing Schedule” means the schedule to these terms and 
conditions. 

“Data Protection Legislation” means the Data Protection Acts 1988 – 2018 
(as amended by the European Communities (Electronic Communications 
Networks and Services) (Privacy and Electronic Communications) 
Regulations 2011) the General Data Protection Regulations (Regulation (EU) 
2016/679 (“GDPR”) and all applicable laws and regulations in Ireland relating 
to the processing of Personal Data and privacy. 

“Default” means any breach of the obligations of Ekco (including but not 
limited to fundamental breach) or any default, act, omission negligence or 
misstatement of Ekco, its employees, agents or sub-contractors in 
connection with or in relation to the subject matter of a SOW/SLA and/or 
Quote and in respect of which Ekco is liable to the Client and “Defaults” 
means more than one Default. 

“Deliverables” means the Products and/or Services, as the case may be. 

“Due Date” means thirty (30) days (or such other shorter period as may be 
specified in the SOW/SLA and/or Quote, from time to time) from the date of 



 

an invoice raised by Ekco in respect of Deliverables the subject of a 
SOW/SLA and/or Quote. 

“Ekco” means Ekco Security Limited a company incorporated in Ireland with 
registered number 441430, whose registered office is at Mahon House, The 
Diamond, Main Street, Malahide, Dublin, Ireland. 

“Ekco Materials” has the meaning set out in clause 9.8. 

“Ekco Property” has the meaning set out in clause 16.3. 

“Escalation Path” has the meaning ascribed to it in the SOW or SLA, as 
applicable. 

“Force Majeure Events” means any cause or causes beyond the reasonable 
control of either Party including without limitation (i) an act or omission of the 
other Party, (ii) acts of God, (ii) acts of Government, (iii) an act or omission of a 
civil military authority of a state or nation, (iv) terrorist action, or from (v) war, 
(vi) riot,(vii) embargo or civil disturbance, (viii) default of suppliers or 
subcontractors, (ix) strikes, lockout or labour dispute or (x) from inability to 
secure, or delay in securing, materials, supplies, transportation or energy (xi) 
failure of a utility service or transport network, or (xii) breakdown of plant or 
equipment and each is a “Force Majeure Event”. 

“Hire Purchase Agreement” means where applicable the hire purchase 
agreement, in Ekco’s standard format, entered into between the Client and 
Ekco in relation to the hire purchase of Products. 

“Insolvency Event” means in respect of either Party, that the Party is unable 
to pay its debts as they fall due or becomes insolvent or an order is made or 
a resolution is passed for the liquidation, administration, winding-up or 
dissolution of the Party (otherwise than for the purposes of a solvent 
amalgamation or reconstruction) or a liquidator, administrator, examiner or 
trustee or similar officer is appointed over of all or part of the assets of the 
Party or the Party enters into or proposes any composition or arrangement 
with its creditors generally or anything analogous to the foregoing occurs in 
any applicable jurisdiction. 

"Intellectual Property Rights" means patents, rights to inventions, copyright 
and related rights, trade marks, business names and domain names, rights in 
get-up, goodwill and the right to sue for passing off, rights in designs, 
database rights, rights to use, and protect the confidentiality of, confidential 
information (including know-how), and all other intellectual property rights, 
in each case whether registered or unregistered and including all 
applications and rights to apply for and be granted, renewals or extensions 
of, and rights to claim priority from, such rights and all similar or equivalent 



 

rights or forms of protection which subsist or will subsist now or in the future 
in any part of the world. 

“Leasing Agreement” means where applicable the leasing agreement, in 
Ekco’s standard format, entered into between the Client and Ekco in relation 
to the Leasing of Products. 

“Normal Work Hours” means the hours between 9am and 5:30pm local 
time excluding weekends and public holidays (as observed in the Republic 
of Ireland) and the hours between 5:30pm and 9am local time. 

“Normal Work Day” shall comprise of seven and a half hours during Normal 
Work Hours (exclusive of any applicable statutory rest periods). A Normal 
Work Day includes time spent travelling to the location to perform the 
Services or install the Products. 

“Parties” means Ekco and the Client and “Party” means either Ekco or the 
Client, as the case may be. 

“Personal Data” shall have the meaning given in the Data Protection 
Legislation. 

“PO” means a purchase order form provided by the Client in respect of the 
Deliverables described in a SOW/SLA or Quote or where the Client does not 
have a purchase order system, confirmation in writing from a duly 
authorised representative of the Client that the Client wishes to proceed 
with the SOW/SLA or Quote. 

“Products” means any software (including where applicable any Third Party 
Software), hardware (including where applicable any Third Party Hardware) 
or other products and related materials and documentation to be provided 
by Ekco to the Client as specified in a SOW/SLA and/or Quote. 

“Quote” means the quotation document (as may be later updated in writing 
including email) in respect of Deliverables to be provided by Ekco to the 
Client. 

“Report” means any report to be issued by Ekco to the Client pursuant to a 
SOW/SLA and/or Quote. 

“Services” means the services (if any) to be provided by Ekco to the Client, 
as specified in a SOW/SLA and/or Quote. 

“SLA” means the service level agreement, in Ekco’s standard format, that 
may be entered into between the Parties in respect of Services to be 
provided by Ekco to the Client. 



 

“SOW” means the statement of works, in Ekco’s standard format, that may 
be entered into between the Parties in respect of Deliverables to be 
provided by Ekco to the Client. 

“Terms” means the standard terms and conditions of business of Ekco set 
out in this document. 

“Third Party Hardware” means the hardware supplied by a Third Party 
Supplier to Ekco and supplied to the Client as part of the Deliverables. 

“Third Party Product” means the Third Party Hardware and/or the Third 
Party Software. 

“Third Party Services” means services provided by a Third Party Supplier to 
Ekco and supplied to the Client as part of the Services. 

“Third Party Software” means software supplied by a Third Party Supplier 
to Ekco and supplied to the Client as part of the Deliverables. 

“Third Party Supplier” means the party that supplies the Third Party 
Products and/or Third Party Services. 

1.2 Unless the context otherwise requires: 

1.2.1 each gender includes the others; 

1.2.2 the singular includes the plural and vice versa; 

1.2.3 references to the Contract includes these Terms, the Order and its 
schedule (if any); 

1.2.4 references to persons include individuals, unincorporated bodies, 
government entities, 

companies and corporations; 
1.2.5 clause headings do not affect their interpretation; 

1.2.6 general words are not limited by example; and 

1.2.7 references to any legislation will be construed as a reference to that 
provision as amended, re- enacted or extended at the relevant time. 

2. Scope of Agreement 



 

2.1 These Terms, the Leasing Agreement and/or the Hire Purchase Agreement 
(where applicable) and the relevant Quote/ SOW/ SLA/ or PO constitute the 
entire agreement between the parties in relation to the provision of 
Deliverables to the Client and supersede all previous agreements, 
understandings and arrangements between them, whether in writing or oral in 
respect of its subject matter. These Terms supersede any inconsistent terms 
and conditions appearing on any of the Quote/SOW/SLA or PO documents or 
correspondence exchanged by the Parties and exclude any other terms that 
the Client seeks to impose or incorporate, or which are implied by trade, 
custom, practice or course of dealing. No amendment or modification of these 
Terms shall be valid or binding on the Parties unless made in writing and 
signed on behalf of each of the Parties by their respective duly authorised 
officers or representative. 

2.2 These Terms supersede any previous terms and conditions that Ekco may 
have had with the Client. These Terms are subject to review and amendment 
from time to time. A link to the up-to-date version will be provided in the 
relevant Quote/ SOW/ SLA. It is a matter for the Client to ensure that they are 
aware of the particular Terms that govern any Quote/SOW/SLA and any 
amendments that may have been made to the Terms since the Client 
previously entered into a Contract with Ekco. 

2.3 A SOW/SLA and/or Quote will be completed by the Parties each time the 
Client requires Deliverables from Ekco. The Client must then raise a PO and/or 
consent (either orally or in writing) to the commencement of work by Ekco in 
respect of the Deliverables. The PO and/or the consent to the 
commencement of work by Ekco will be deemed to be an offer to purchase 
Deliverables from Ekco on these Terms which is accepted by Ekco either by 
written notice or by it commencing to carry out the Services or provide the 
Products on which date a legally binding contract shall come into existence 
between the Parties in respect of the Deliverables. 

2.4 For the avoidance of doubt, the raising of PO by the Client for Deliverables 
and/or the Client’s consent to Ekco commencing work constitutes acceptance 
of the within Terms. 

2.5 Where the Client consents (either orally or in writing) to the 
commencement of work by Ekco without raising a PO, it must subsequently 
raise a PO with Ekco within 5 working days of the commencement of the work 
by Ekco. 

2.6 In the event of any conflict, inconsistency or ambiguity between the terms 
and conditions of these Terms and a PO/SOW/SLA and/or Quote, these 
Terms shall prevail over those of the PO/SOW/SLA and/or Quote unless the 
SOW/SLA and/or Quote explicitly states otherwise. For the avoidance of 
doubt, no terms or conditions endorsed on, delivered with, or contained in the 
Client's PO, purchase conditions, confirmation of order, supplier acceptance 



 

forms, specification or other document will form part of the Contract except to 
the extent that Ekco otherwise explicitly agrees in writing. 

2.7 The Client acknowledges that it has not entered into the Contract or any 
documents pursuant to in reliance on, and shall have no remedies in respect 
of, any statement, promise, representation, assurance or warranty made or 
given that is not expressly set out in the Contract. No party shall have any 
claim for innocent or negligent misrepresentation on the basis of any 
statement in the Contract. 

2.8 Any samples, drawings, descriptive matter or advertising issued by Ekco, 
and any descriptions or illustrations contained in Ekco's catalogues or 
brochures, are issued or published for the sole purpose of giving an 
approximate idea of the Services described in them. They shall not form part 
of the Contract or have any contractual force. 

2.9 Any Quote given by Ekco shall not constitute an offer, and is only valid for a 
period of thirty (30) days from its date of issue. Quotations will be deemed to 
be an invitation to treat by Ekco to supply Services and/or Products on and 
subject to these Terms. 

2.10 These Terms shall take effect from the date of the relevant Quote/ SOW/ 
SLA/ or PO, and shall remain in effect for the term stated in the relevant 
Quote/ SOW/ SLA/ or PO.   

2.11 In the event that Ekco are providing Services, unless the relevant Quote/ 
SOW/ SLA/ or PO is terminated earlier in accordance with clause 18, or notice 
is given in accordance with clause 2.12, it shall automatically extend for the 
same period as the initial term and continue to renew for such periods until 
terminated pursuant to clause 18 or notice under clause 2.12 is given.   

2.12 Either party may give written notice to the other party, not later than sixty 
(60) days before the end of the initial term or renewal term, as the case may 
be, to terminate the relevant Quote/ SOW/ SLA/ or PO at the end of the 
applicable term. 

3. Payment 

3.1 The Client shall pay Ekco the fees for the Deliverables as provided in the 
SOW/SLA or Quote. Such payment will be without set-off or counter claim, 
free and clear of and without deduction or withholding of any kind imposed in 
any jurisdiction unless the Client is compelled by law to deduct or withhold 
any such amounts, in which case it will pay to Ekco such additional amount as 
will ensure that Ekco is paid the full amount it would have received but for 
such deduction or withholding. The fees are exclusive of value added tax, 



 

customs duties or levies which will be charged in addition and paid by the 
Client at the rate and in the manner for the time being prescribed by law. 

3.2 If the SOW/SLA or Quote provides that Ekco will charge fees to the Client 
for the Deliverables to be provided under that SOW/SLA or Quote at a daily 
rate, Ekco reserves the right to invoice per hour for actual hours performed 
that cumulatively equal less than one Normal Work Day. The hourly billing 
rate will be calculated by dividing the daily rate for one Normal Work Day by 
seven and a half hours except where the SOW provides otherwise. 

3.3 Where the Client purchases Deliverables for a fixed term, the Client 
undertakes to discharge the agreed fees for the full fixed term even where the 
Contract has been terminated by either party in accordance with the 
provisions of these terms and conditions. 

3.4 For Services performed outside Normal Work Hours or in addition to a 
Normal Work Day, Ekco reserves the right, at its option, to charge overtime 
rates or in the case of time and material based Services, reduce the number of 
time and material days available by the applicable overtime rates. If 
applicable, the overtime rates will be as specified in each individual SOW/SLA 
or Quote or, if not set out therein, at Ekco’s then current overtime rates will 
apply. 

3.5 The Client shall reimburse Ekco its actual out of pocket expenses as 
reasonably incurred by Ekco in connection with the performance of the 
Contract. 

3.6 Where a Client cancels booked days and/or a project that has been 
scheduled between the parties with less than five (5) working days’ notice, 
Ekco reserves the right to charge the Client twenty per cent (20%) of the total 
cost of the project.  

3.7 Ekco reserves the right, at its option, to charge for additional costs 
including storage, from time to time, resulting from certain acts of the Client, 
which delay or disrupt Ekco’s progress with providing the Deliverables, 
including, but not limited to, due to incomplete instructions, late information, 
postponement, changes to Client’s personnel. Any such variation in costs will 
be discussed with the Client as soon as possible. In addition, where the 
provision of the Services by Ekco is delayed or disrupted by the Client for 
more than 4 weeks, notwithstanding the terms of the SOW/SLA regarding 
when Ekco will raise an invoice, Ekco shall be entitled to raise an invoice for 
the entirety of the Services at any time after the four weeks have passed. 

3.8 The SOW/SLA or Quote shall specify when Ekco will raise an invoice for 
the respective Deliverables the subject of that SOW/SLA or Quote. The Client 
shall pay invoiced amounts on or prior to the Due Date. 



 

3.9 Time of payment is of the essence. If any sum payable by the Client to 
Ekco under a SOW/SLA or Quote is not discharged by the Due Date, all sums 
due and owing to Ekco under any other SOW/SLA or Quote with the Client 
becomes immediately due and payable. In addition, Ekco reserves the right 
until such time as the outstanding amount has been paid in full, without 
prejudice to any other remedy to:- 

3.9.1 charge interest on such overdue sum on a day to day basis from the 
Due Date until paid in full at the rate as provided under the European 
Communities (Late Payment in Commercial Transactions) Regulations 2012 
(S.I. No. 580 of 2012); and/or 

3.9.2 suspend the provision of the Services until such time as payment is 
received; and/or 

3.9.3 require the immediate return, at the Client’s expense, of any Products. 
In these circumstances the Client acknowledges that Ekco may attend at the 
location of the Products without notice to the Client to collect the Products 
and the Client agrees to so return the Products to Ekco. 

3.10 Title to the Products will only pass to the Client when Ekco has received 
payment in full for the Products, or, in the event that any Product is leased, 
rented or licenced by the Client, the ownership of such Product shall be 
governed by the terms of the relevant leasing agreement, hire purchase 
agreement or licence agreement, as applicable. Notwithstanding the 
foregoing, the Client assumes the risk of loss or damage to the Products upon 
delivery and agrees to insure the Products and that the interest of Ekco or the 
Third Party Supplier in respect of the Products, as applicable, is noted on the 
policy of insurance. The Client shall pay for all costs of repair and replacement 
of the Products due to an accident or misuse, abuse, neglect of the Products 
or the failure to correctly install, use or maintain such Products, fair wear and 
tear excepted. The Client hereby indemnifies Ekco and/or the Third Party 
Supplier for any loss or damage suffered by Ekco and/or the Third Party 
Supplier due to a failure of the Client to comply with its obligations under this 
clause 3.10. 

3.11 Ekco may provide credit at its sole discretion. Ekco may set and vary credit 
limits and revoke credit from time to time and withhold all further supplies of 
Deliverables if the Client exceeds such credit limit or fails to pay fees for the 
Deliverables in accordance with the Contract and the SOW/SLA and/or 
Quote. 

3.12 Unless otherwise stated in the applicable SOW/SLA or Quote, Ekco shall 
be entitled to increase the fees for each SOW/SLA or Quote: 



 

3.12.1  on an annual basis, by reference to the applicable SOW/SLA or 
Quote date, and at the start of each renewal period (where 
applicable) upon prior written notice to the Client; and/or 

3.12.2  at any time, to take into account any increases to Ekco's third party 
costs, over which Ekco has no control (including but not limited to, its 
supplier costs). Such increase to the fees shall be calculated by 
reference to the actual increase to the relevant third party costs, 

and the applicable SOW/SLA or Quote shall be deemed to have been 
amended accordingly.  

4. Personnel 

4.1 Ekco will allocate personnel with appropriate levels of experience, 
expertise and seniority to perform the Services for the Client. 

4.2. Subject to Clause 4.1, Ekco reserves the absolute right to replace and/or 
rotate personnel delivering the Services to the Client. Prior to the replacement 
of any personnel, Ekco shall notify the Client of the replacement in advance 
and, where requested, provide the Client with a copy of the replacement 
personnel’s Curriculum Vitae. 

5. Confidentiality 

5.1 The terms of each SOW/SLA and/or Quote are confidential. 

5.2 A party ("receiving party") shall keep in strict confidence all technical or 
commercial know-how, specifications, inventions, processes or initiatives 
which are of a confidential nature and have been disclosed to the receiving 
party by the other party ("disclosing party"), its employees, agents or 
subcontractors, and any other confidential information concerning the 
disclosing party's business, its products and services which the receiving party 
may obtain. The receiving party shall only disclose such confidential 
information to those of its employees, agents and subcontractors who need to 
know it for the purpose of discharging the receiving party's obligations under 
the Contract, and shall provide that such employees, agents and 
subcontractors comply with the obligations set out in this clause as though 
they were a party to the Contract. The provisions of this clause will not apply 
to: 

5.2.1 any information which was in the public domain at the date of the 
Contract; 



 

5.2.2 any information which comes into the public domain subsequently 
other than as a consequence of any breach of the Contract or any related 
agreement; 

5.2.3 any information which is independently developed by the other party 
without using information supplied by the first party; or 

5.2.4 any disclosure required by law or a governmental or regulatory 
authority or otherwise by the provisions of the Contract. 

5.4 This clause 5 shall survive termination of the Contract. 

6. Provisions of Services 

6.1 Ekco will use due skill care and diligence in accordance with industry 
standards to provide the Deliverables to the Client in accordance with the 
Contract. In the event that Ekco does not comply with its obligations under this 
clause 6.1 Ekco will re-perform the Services or if Ekco is unable to perform/re-
perform the Services the Client shall be entitled to recover the fees paid for 
the Services or the part of the Services that have not been performed. 

6.2 Ekco does not provide legal services or legal advice. It is a matter for the 
Client to obtain appropriate legal advice in relation to any legal issues relevant 
to the Services. 

6.3 Whilst Ekco will use its reasonable endeavours to meet any milestone 
dates set out in SOW/SLA, PO and/or Quote, such dates are approximate only 
and time of performance is not of the essence. 

6.4 The Supplier will not be liable for any delay in or failure of performance of 
the Deliverables (including any failure to achieve any milestone or other date) 
so far as caused by an event of Force Majeure or the Client's failure to perform 
its obligations under the Contract. 

6.5 Acceptance by the Client of the Deliverables (or any part thereof) shall be 
conclusive evidence that the Client has examined and tested the Deliverables 
and has determined that such Deliverable complies with any applicable 
specification. 

6.6 Ekco may make any changes to the Deliverables: 

6.6.1 needed to comply with applicable law or safety requirements; or 

6.6.2 which do not materially affect the nature or quality of the Deliverables; 
and will notify the Client of such changes. 



 

7. Reports, Penetration Testing and Access 

7.1 In the event that the SOW/SLA or Quote provides for a Report to be 
furnished by Ekco to the Client, Ekco will initially issue the Client with a draft of 
the Report. If the Client requires amendments to the draft Report Ekco will 
amend the Report where possible with the Client’s feedback strictly on the 
basis that (i) the feedback is received within seven (7) working days of the draft 
Report being issued by Ekco to the Client Principal Contact and (ii) the 
feedback is specific and valid and received from the Client Principal Contact in 
one written communication. 

7.2 Ekco will then issue its final Report incorporating the Client feedback, 
where possible. No further updates will be made to the Report. If the Client 
requires further amendments to the Report, these will need to be the subject 
of a separate SOW/SLA or Quote. 

7.3 The Report shall remain the property of Ekco until all fees due and owing 
by the Client under the SOW/SLA or Quote under which the Report has been 
commissioned are discharged. If the Client does not discharge all fees due by 
it for the Report by the Due Date, Ekco may in its discretion require the return 
of the Report (and all copies made thereof) and the Client agrees to 
immediately return the Report on such request and further agrees that it shall 
not implement any recommendations therein. If the Client proceeds to 
implement any recommendations in these circumstances, the Client 
acknowledges that it is in breach of the Intellectual Property Rights of Ekco 
and that Ekco may take whatever action it considers necessary in respect of 
the breach. 

7.4 The Report is confidential to the Client and may not be furnished to any 
third parties without the prior written consent of Ekco. If Ekco does furnish 
such consent, it will be strictly on the basis that the Client obtains from that 
third party written confirmation that it will hold Ekco harmless from any liability 
arising to the third party for anything contained in the Report. The Report may 
only be copied for the internal use of the Client. 

7.5 If the Services include penetration testing (or similar testing, e.g. 
vulnerability testing) by Ekco on the client’s systems or sites, the Client agrees 
to provide the necessary written authorisation(s) to such testing before the 
testing commences. In addition, the Client acknowledges that while Ekco will 
use reasonable endeavours to avoid any damage to, or failure of, the systems 
or sites of the Client or those of a third party, there is a risk that the testing 
could cause loss, direct or indirect, as a result of any such damage or 
disruption caused as a result of such testing to the Client or a third party. The 
Client acknowledges that Ekco will have no liability whatsoever for any loss, 
direct or indirect, caused as a result of any such damage or disruption. 



 

7.6 In providing the Services, Ekco may from time to time use various 
platforms/databases. In the event that the Client or its personnel are provided 
with access to such platforms/databases, the Client shall ensure that any 
access detail/passwords are kept secure and shall further ensure that access 
is limited to those authorised by the Client to access these 
platforms/databases for the purposes such access was granted. The Client 
shall promptly notify Ekco should it become aware of any unauthorised 
access, copying, reproduction, modification or distribution of the information in 
these platforms/databases and fully co- operate with Ekco to remedy the 
issue as soon as reasonably practicable. Ekco reserves the right to amend, 
extend or withdraw without notice any part or all of such service. 

8. Third Party Products and Services 

8.1 The Client acknowledges and accepts that Ekco is not the 
manufacturer/supplier of the Third Party Products and/or the Third Party 
Services and that Ekco shall not be liable for any loss or damage whatsoever 
suffered by the Client arising from the Third Party Products and/or the Third 
Party Services. Ekco does not make/give any warranty whatsoever in respect 
of the Third Party Products and/or the Third Party Services. For the avoidance 
of doubt, any obligations whatsoever on Ekco under the Contract regarding 
the Products or the Services shall not extend to Third Party Products and/or 
Third Party Services nor shall they extend to the installation thereof where the 
Third Party Products are being installed by the Third Party Supplier and/or the 
Client. 

8.2 If the Quote and/or the SOW and/or the SLA provides for Ekco to procure 
such Third Party Products and/or the Third Party Services for the Client i.e. the 
Third Party Products will be licensed to/owned directly by the Client, the 
Client acknowledges that it will discharge the price thereof to Ekco and Ekco 
will procure same from the Third Party Supplier on behalf of the Client. 
(i) However, the agreement in relation to these Products and/or Services will 
be directly between the Client and the Third Party Supplier. 
(ii) The Client agrees that the Third Party Product and any upgrade to the Third 
Party Product will be installed within 21 days of receipt of the Third Party 
Product or such other period of time dictated by the Third Party Supplier. Any 
delay in in the installation of the Third Party Product caused by the Client may 
result in additional costs to the Client regardless of whether the Third Party 
Product is being installed by the Client/Ekco or the Third Party Supplier. In 
addition, any modifications to be made to the Third Party Product notified to 
the Supplier either by the Third Party Supplier or Ekco must be made within 30 
days of the notification of the modifications. 
(iii) Warranties, if any, provided by the Third Party Supplier in respect of the 
Third Party Products and/or the Third Party Services is a matter between the 
Client and the Third Party Supplier. If a warranty is provided to the Client by a 
Third Party Supplier, it is a matter for the Client to satisfy itself in this regard 
and to acquaint itself with the limitations of any such warranties. 
(iv) The Client may not reverse assemble, reverse compile, otherwise translate 



 

or reverse engineer, lease, sell, sub-license or assign the licence of any of the 
Third Party Products or any copy of them. 
(v) Where a licence of a Third Party Product is provided to the Client 
acknowledges that the ownership and all of the Intellectual Property Rights in 
the Third Party Product will remain with the Third Party Supplier. 
(vi) In using the Third Party Products the Supplier must at all times use them in 
accordance with Data Protection Law and privacy laws generally and the 
intellectual property rights of third parties. It is a matter for the Client at all 
times to satisfy itself that any Third Party Products and/or Third Party Services 
comply with the Data Protection Legislation (or the equivalent legislation if the 
Client is situated in a jurisdiction other than Ireland) and if relevant the Client’s 
internal data protection policies. Ekco does not in any way warrant the 
compliance of Third Party Products and/or Third Party Services with the Data 
Protection Legislation or any Client internal data protection policies. 

8.3 Where Ekco utilises the Third Party Products/Third Party Services as part 
of a managed service to the Client, the Client understands that unless agreed 
otherwise in writing, it will not own nor have a licence to use the Third Party 
Products as the Third Party Products will be licensed to/owned by Ekco. 
Notwithstanding the foregoing however the terms of clause 8.1, 8.4, 8.5, 8.6, 
8.8 and 8.9 will apply to the Third Party Products/Third Party Services. In 
addition, the Client acknowledges that where any Third Party Products/ Third 
Party Services that Ekco uses as part of the managed service which it provides 
to the Client are no longer available to Ekco, Ekco will seek to replace them 
with an alternative Third Party Product/Third Party Services. The decision in 
relation to the replacement Third Party Products/Third Party Services will rest 
solely with Ekco and the consent of the Client to the replacement Third Party 
Products/Third Party Services will not be required. However, in the event that 
Ekco in its sole discretion is unable to source an equivalent replacement Third 
Party Product/Third Party Service and Ekco is therefore unable to continue to 
provide the managed service, Ekco shall be entitled to terminate the Contract 
with immediate notice to the Client. 

8.4 The Client accepts that Ekco is dependent upon the manufacture and 
supply of the Third Party Products and the Third Party Services from the Third 
Party Supplier and therefore all times and dates for delivery are intended to be 
estimates and time is not of the essence in relation thereto. 

8.5 The Client undertakes to comply with all terms and conditions including, 
but not limited to, end-user agreements and licences governing the use of the 
Third Party Products and/or the Third Party Services. The Client’s acceptance 
of these Terms includes acceptance of any such licences. In the event that the 
Client purchases an IBM Product then the Client specifically agrees to comply 
with IBMs Machine Code licence agreement, current versions of which are 
available at the following URL: 
http://www.ibm.com/servers/support/machine_warranties/support_by_pro
duct.html, or by contacting Ekco. In the event that the Client purchases a Dark 
Trace product then the Client agrees to comply with the current terms and 



 

conditions of the Dark Trace EULA. In the event that a Client purchases a 
MetaCompliance product, then the Client agrees to comply with the terms and 
conditions of the MetaCompliance EUSA. In the event that the Client 
purchases a McAfee Product, then the Client specifically agrees to comply 
with the McAfee EULA. In the event that the Client purchases a Cisco product, 
then the Client specifically agrees to comply with Cisco published policies 
including Software Transfer Policy, Used Equipment Policy as published by 
Cisco. In the event that the Client purchases a Fortinet product, then the Client 
agrees to comply with the terms and conditions of the Fortinet EULA. In the 
event that the Client purchases a Cylance product, then the Client agrees to 
comply with the terms and conditions of the Cylance EULA. 

8.6 It is a matter for the Client to familiarise itself with any such agreements 
governing the use of the Third Party Products and/or Third Party Services and 
to raise any queries it has in relation to these agreements directly with the 
Third Party Supplier. In the event that Ekco is installing Third Party Products 
and/or Third Party Services on the Client’s systems on behalf of the Client, the 
Client hereby authorises Ekco to agree to the terms and conditions governing 
the Third Party Products and/or Third Party Services on such installation on its 
behalf and agrees to be bound by the terms and conditions. The Client hereby 
indemnifies and agrees to keep indemnified Ekco against any cost, charge, 
damages or expenses or liability incurred by Ekco arising as a result of a failure 
by the Client to comply with the terms and conditions of any such agreements. 

8.7 Ekco shall not be responsible for any loss suffered by the Client due to the 
discontinuance by the Third Party Supplier of any Third Party Products and/or 
Third Party Services. The Client acknowledges that any decision to discontinue 
Third Party Products and/or Third Party Services is a matter for the Third Party 
Supplier. 

8.8 The Client understands that Third Party Products and Third Party Services 
are generally subject to automatic renewal on the yearly anniversary of the 
purchase by the Client of the Third Party Products and/or the Third Party 
Services. Therefore, the Client must proceed on the basis that the Third Party 
Products or Third Party Services which it is purchasing from Ekco is subject to 
automatic renewal unless the Client queries this with Ekco and receives 
confirmation in writing from Ekco that the Third Party Product and/or Third 
Party Service is not subject to automatic renewal. In the event that the Client 
does not wish to renew the Third Party Products and/ or Third Party Services it 
must give Ekco ninety (90) days written notice prior to the renewal date of its 
decision not to renew the Third Party Products and/or Third Party Services 
otherwise Ekco may (but is not obliged to) confirm the renewal of the Third 
Party Products and/or Third Party Services to the Third Party Supplier and will 
issue an invoice to the Client on renewal. There is no obligation on Ekco to 
contact the Client in relation to the renewal of the Third Party Product and/ or 
Third Party Service but in the event that Ekco does so contact the Client and 
does not hear from the Client within seven (7) days with confirmation of the 
Client’s decision regarding the renewal of the Third Party Product and/or Third 



 

Party Service Ekco may at its absolute discretion cancel the Third Party 
Products and/or Third Party Services and Ekco shall have no liability 
whatsoever for any consequences suffered by the Client as a result of the 
non- renewal of the Third Party Products and/or Third Party Services. 

8.9 Where applicable, the Client understands that Ekco will need to share 
Personal Data that has been made available to it by the Client with the Third 
Party Supplier in connection with the supply or support of the Third Party 
Products and/or Third Party Services as are necessary for the performance of 
the Contract. 

8.10 If a SOW/SLA provides for Ekco to provide support in relation to any Third 
Party Products and/or Third Party Services then the obligations of Ekco under 
the SOW/SLA in relation to the provision of support will at all times be 
conditional on the agreement of the Third Party Supplier to the provision by 
Ekco of the support for the Third Party Products and/or Third Party Services. In 
the event that the Third Party Supplier withdraws its agreement to Ekco 
providing the support detailed in the SLA/SOW then Ekco’s obligations under 
the SOW and/or the SLA will automatically terminate as they relate to such 
support without any liability whatsoever on the part of Ekco. 

9. Client Obligations and Licence 

9.1 The Client shall ensure that, throughout the term of the Contract, Ekco 
shall, in a timely manner, be provided with access to all necessary knowledge, 
information, facilities, assistance and personnel of the Client as requested by 
Ekco/ the Third Party Supplier to enable Ekco/ the Third Party Supplier to 
comply with its obligations under the SOW/SLA and/or Quote (ensuring that 
information is complete and accurate). 

9.2 The Client must follow the instruction of Ekco and/or a Third Party Supplier 
in relation to the use of any Product. 

9.3 In the event that the Client is returning a Product to Ekco and/or a Third 
Party Supplier for any reason the Client agrees to securely erase from any 
Product all data, including without limitation, the following: 
i) Personal Data; and ii) confidential or proprietary information and other data. If 
removing or deleting Personal Data is not possible, the Client agrees to 
transform such information (e.g., by making it anonymous) so that it no longer 
qualifies as Personal Data under applicable law 
(ii) any programmes not provided by Ekco and/or the Third Party Supplier on 
the Product. The Client understands that the Product may be shipped outside 
of the EEA when it is returned to Ekco/the Third Party Supplier. 

9.4 The Client shall provide such access for any employees or subcontractors 
of Ekco/ the Third Party Supplier to the Client’s premises as may be required 



 

for the purpose of the provision of the Deliverables by Ekco/ the Third Party 
Supplier in accordance with any SOW/SLA and/or Quote. 

9.5 If applicable, the Client shall prepare the Client's premises for the supply of 
Deliverables. 

9.6 The Client shall obtain and maintain all necessary licences, permissions 
and consents which may be required before the date on which the Products 
are to be installed and/or the Services are to start to the extent necessary to 
enable Ekco and/or the Third Party Supplier to provide the Products and/or 
the Services. If a third party exerts a claim against Ekco and/or the Third Party 
Supplier because the client has failed to obtained these licences and/or 
approvals you agree to reimburse Ekco and/or the Third Party Supplier for any 
costs or damages that Ekco and/or the Third Party Supplier may reasonable 
incur in connection with such claim. 

9.7 The Client grants Ekco/Third Party Supplier (where relevant) a temporary, 
revocable right and licence to access the systems operated by the Client and 
such items, materials, information or Personal Data on the Client systems as 
required by Ekco/the Third Party Supplier to provide Deliverables to the Client 
pursuant to the SOW/SLA and/or Quote. 

9.8 The Client shall keep and maintain all materials, equipment, documents 
and other property of Ekco ("Ekco Materials") at the Client's premises in safe 
custody at its own risk, maintain Ekco Materials in good condition (fair wear 
and tear excepted) until returned to Ekco, and not dispose of or use Ekco 
Materials other than in accordance with Ekco's written instructions or 
authorisation. 

9.9 If Ekco/Third Party Supplier's performance of any of its obligations under 
the Contract is prevented or delayed by any act or omission by the Client or 
failure by the Client to perform any relevant obligation ("Client Default"): 

9.9.1 Ekco/the Third Party Supplier shall without limiting its other rights or 
remedies have the right to suspend performance of the Services until the 
Client remedies the Client Default, and to rely on the Client Default to relieve 
it from the performance of any of its obligations to the extent the Client 
Default prevents or delays Ekco's performance of any of its obligations 
under the Contract; 

9.9.2 Ekco/ the Third Party Supplier shall not be liable for any costs or losses 
sustained or incurred by the Client arising directly or indirectly from Ekco's 
failure or delay to perform any of its obligations as set out in this clause 9.9; 
and 



 

9.9.3 the Client shall reimburse Ekco/the Third Party Supplier on written 
demand for any costs or losses sustained or incurred by Ekco/the Third 
Party Supplier arising directly or indirectly from the Client Default. 

9.10 The Client will also co-operate fully with Ekco and follow Ekco's 
reasonable instructions in relation to the performance of the Services. 

9.11 The Services are provided at the Client's request and the Client is 
responsible for verifying that the Services are suitable for its own needs. 

9.12 The Client shall pay for all costs of repair and replacement of the Products 
due to an accident, or misuse, abuse, neglect of the Products of the failure to 
correctly install, use or maintain such products, fair wear and tear excepted. 

9.13 (i) The Client agrees to create, retain, and provide to Ekco, or to the Third 
Party Supplier and its auditors, accurate written records, system tool outputs, 
and other system information sufficient to provide auditable verification that 
your use of the Third Party Products supplied is in compliance with the terms 
of this Contract and any agreements/licences governing the use of the Third 
Party Products. The Client is responsible for: (i) ensuring that it does not 
exceed the Client’s authorised use of each such Third Party Product; and (ii) 
remain in compliance with the terms of this Contract and any 
agreements/licences governing the Third Party Products. 
(ii) Upon reasonable notice, Ekco and/or the Third Party Supplier may verify 
the Client’s compliance with the terms of this Contract and any 
agreement/licences governing the Third Party Products at all sites and for all 
environments in which the Client uses (for any purpose) any Third Party 
Products. Such verification will be conducted in a manner that minimises 
disruption to the Client’s business, and may be conducted on the Client’s 
premises, during normal business hours. Ekco/the Third Party Supplier may 
use an independent auditor to assist with such verification, provided Ekco/the 
Third Party Supplier has a written confidentiality agreement in place with such 
auditor. In the event that the audit is carried out by Ekco the Client 
understands that the results of the audit may be shared with the Third Party 
Supplier. 
(iii) Ekco and/or the Third Party Supplier will notify the Client in writing if any 
verification indicates that: (i) the Client has, used any Third Party Products in 
excess of the authorised level of use; 
(ii) the Client is otherwise not in compliance with the terms of this Contract s; or 
(iii) the Client is otherwise not in compliance with the terms of the End User 
Licence Agreement or any other applicable license/agreement terms 
governing the use of the Third Party Product. The client agrees to promptly 
pay directly to Ekco or the Third Party Supplier, as directed, the charges that 
Ekco or the Third Party Supplier specifies in an invoice for: 1) any such excess 
use; 2) Third Party Product maintenance and subscription and support service 
for such excess use, for the lesser of the duration of such excess use or two 
years; and 3) any additional charges and other liabilities determined as a result 
of such verification. 



 

(iv) The rights and obligations set forth in this section 9.13 remain in effect 
during the period during which the Third Party Products are under the client's 
control, and for two years thereafter. 

10. LIMITATION AND EXCLUSIONS FROM LIABILITY 

10.1 Ekco’s entire liability to the Client in connection with the Deliverables is as 
follows: 

10.1.1 Ekco does not limit or exclude its liability to the Client for death or 
bodily injury claims arising from Ekco’s negligence, fraud or intentional 
default under these Terms or a SOW/SLA or Quote; 

10.1.2 To the maximum extent permitted by applicable law, Ekco’s maximum 
aggregate liability for physical damage to tangible property of the Client 
arising from all events of negligence of Ekco, whether or not connected and 
arising pursuant to the Contract shall not exceed the sum of one hundred 
thousand euro. Damage to software or data shall not constitute physical 
damage to tangible property; 

10.1.3 Subject always to clause 10.1.1 and other than set out above, Ekco’s 
liability in the case of a series of Defaults (or howsoever arising) whether or 
not connected, for any direct loss or damage shall not, to the maximum 
extent permitted by applicable law, exceed the aggregate of the fees paid 
to Ekco under the relevant SOW/SLA and/or Quote pursuant to which the 
relevant Product or Services were provided on the date of the claim; 

10.1.4 Ekco’s liability is conditional on: (i) the prompt notification in writing to 
Ekco by the Client of any claim or action; (ii) the Client allowing Ekco or 
Ekco’s insurers to control the defence of any claim and the Client co-
operating fully with Ekco and providing Ekco with reasonable assistance in 
the defence and any related settlement negotiations; and (iii) the Client not 
making any prejudicial statements, references or compromise the ability of 
Ekco to defend the claims in any way without the written consent of Ekco. 

10.1.5 The limitations on liability extend to any indemnities or warranties 
which Ekco provides to the Client under these Terms or otherwise. 

10.2 These limitations on liability in this clause 10 also apply to any sub-
contractor of Ekco. They are the maximum for which Ekco and its 
subcontractors are collectively liable. 

10.3 Subject always to Clause 10.1.1 and to the maximum extent permitted by 
applicable law, the Client agrees that under no circumstances is Ekco liable 
for: 



 

10.3.1 Third party claims against the Client, including for losses or damages; 

10.3.2 Corruption to, loss of, damage to, or use of Client records or data or 
software; 

10.3.3 loss of (or failure to realise) profits, revenue, a contract or business 
opportunity, goodwill or anticipated savings, ex gratia payments, the costs of 
any third parties engaged by Client, the costs of taking emergency 
measures including engaging third parties, or any other form of pure 
economic loss, whether such loss is direct or indirect, or for any punitive 
(including fines), indirect, consequential or special loss or damage even if 
Ekco is informed of the possibility of such loss or damage occurring, and in 
each case, however, arising. 

10.4 Any condition, warranty or other term which might but for these Terms 
have effect between Ekco and the Client or which would otherwise be implied 
into or incorporated into these Terms (including without limitation, the implied 
terms of merchantable quality, conformance, merchantability or fitness for 
purpose and any term implied by s39 of the Sale of Goods and Supply of 
Services Act 1980), whether by statute, common law or otherwise are hereby 
expressly excluded. 

10.5 Ekco shall not be liable for any delay in performance or breach of any of 
its obligations under the Contract to the extent that any such delay or breach 
is due to a failure or delay by the Client in (i) complying with any of its 
obligations under the Contract; and or (ii) submitting to Ekco information, 
instructions, or any other approvals which Ekco requires in order to carry out 
its obligations under the Contract. 

10.6 Ekco shall not be liable for breach of these Terms directly or indirectly 
occasioned by or resulting from compliance with any regulatory action taken 
or decision made by any competent authority in respect of these Terms, any 
provision of these Terms or the subject matter of these Terms or if any 
provision of these Terms is held to be void or unenforceable by such authority 
and/or the equivalent arises in relation to a SOW/SLA or Quote. 

10.7 The Client indemnifies and agrees to keep indemnified Ekco for any 
claims whatsoever brought against Ekco by a third party for loss or damage 
suffered by a third party, whether direct or indirect, resulting from the 
Deliverables. 

10.8 This clause 10 shall survive termination of the Contract. 

11. Force Majeure 



 

11.1 Save for payment obligations (under clause 3 hereof), neither Party shall 
be liable to the other party for any delay or non-performance of any of its 
obligations under a SOW/SLA and/or Quote to the extent that it arises from a 
Force Majeure Event. 

11.2 Subject to the Party so delaying or non-preforming promptly notifying the 
other Party in writing of the reason for the delay or non-performance and the 
likely duration of the delay or non-performance, and also when it ceases to do 
so, the performance of the delaying or non performing Party’s obligations, to 
the extent affected by the Force Majeure Event shall be suspended during the 
period that the cause persists. 

11.3 If performance is not resumed within ninety (90) days after the notice 
described in clause 11.2 above, the non-delaying Party may by notice in writing 
terminate the Contract. 

12 Non-Solicitation 

12.1 During the provision of the Deliverables to the Client and for one year 
thereafter, the Client shall not actively solicit for hire, nor knowingly allow its 
employees or associates to solicit for hire, any person employed or engaged 
by Ekco associated with the provision of the Deliverables without the prior 
written consent of Ekco. 

12.2 This provision shall not in any way restrict the Client’s right to solicit 
generally in the media for required personnel, and shall not restrict 
employees, contractors or representatives of Ekco pursuing on their own 
initiative employment opportunities with the Client. 

12.3 The Parties agree that violation of this provision will subject the Client to 
liquidated damages consisting of an amount equal to six (6) month’s salary for 
each employed, solicited or retained person. 

12.4 If the period above is held by a court or tribunal of competent jurisdiction 
to be void or unenforceable, such provisions will apply with such modification 
to the relevant wording as required to make them valid and enforceable. 

13 Data Protection and Marketing 

13.1 For the purpose of this clause ‘data controller’ and ‘processing’ shall have 
the meaning given to it in the Data Protection Legislation. 

13.2 Both parties agree to comply with their respective obligations under the 
Data Protection Legislation with regard to any data to be provided by the 



 

Client to Ekco for the purpose of a SOW/SLA or Quote including but not 
limited to Personal Data, to the extent it applies to each of them. 

13.3 Where during the provision of the Services to the Client, Ekco will or may 
as a consequence of the Service being provided to the Client process 
personal data as a processor on behalf of the Client, unless an agreement has 
already been entered into between Ekco and the Client in relation to the 
Services. 

13.4 The Client acknowledges, consents and grants Ekco the necessary 
authorisation for the use of the Client’s name (or an anonymised version 
thereof), a reproduction of its logo (if applicable) and a brief description of 
Deliverables provided (provided such Deliverables are anonymised or non-
confidential) in Ekco’s promotional and marketing materials and website. 

14 TUPE 

14.1 For the purposes of this clause 14, “TUPE” means where Deliverables are 
provided within the EU, other than solely within the UK, TUPE shall be deemed 
to mean the EU Council Directive 77/187 of 14 February 1997 (the ”Acquired 
Rights Directive”), as amended or replaced from time to time, or any other 
applicable local legislation implementing the Acquired Rights Directive or 
similar local legislation or other legal requirement which provides for the 
automatic transfer of workers in connection with the transfer of a business or 
change in service provider. 

14.2 The parties hereto consider and intend that the commencement of the 
provision of Deliverables by Ekco under the Contract will not constitute a 
relevant transfer for the purposes of TUPE and accordingly if any employee of 
or any person engaged by the Client (“Client Personnel”) assert or establish 
that their employment or any claim, right or liability in connection with their 
employment or the termination of that employment has transferred to Ekco 
upon commencement of Deliverables pursuant to the Contract under TUPE: 

14.2.1 the Client shall indemnify Ekco and keep Ekco fully indemnified, up to 
the date being six (6) months after the commencement of the provision of 
Deliverables by Ekco, against all liabilities to or in respect of or on behalf of 
such Client Personnel incurred by Ekco arising out of the employment of or 
the termination of employment of such Client Personnel prior to the 
commencement of Deliverables by Ekco and against all and any costs, 
expenses or damages reasonably incurred by Ekco in contesting any claim 
in respect thereto; and 

14.2.2 Ekco shall be entitled to terminate that person’s employment and, 
provided that such termination occurs within three (3) months of Ekco 
becoming aware of the Client Personnel asserting or establishing that their 
employment has transferred to Ekco shall be indemnified and kept 



 

indemnified by the Client in respect of all awards, losses, damages, costs, 
liabilities, expenses and legal fees which it may reasonably sustain arising 
under or in connection with that person’s contract of employment and/or 
the termination of their employment. 

14.3 The parties also consider and intend that the termination or expiry of the 
provision of the Deliverables by Ekco under the Contract will not constitute a 
relevant transfer for the purposes of TUPE and accordingly if any Ekco 
employee asserts or establishes that their employment or any claim, right or 
liability in connection with their employment or the termination of that 
employment has transferred to the Client pursuant to TUPE at any time arising 
from or in connection the provision of Deliverables or the termination or expiry 
of Deliverables Ekco shall indemnify the Client up to the date being three (3) 
months after the termination or expiry of the provision of Deliverables by Ekco, 
in respect of all awards, losses, damages, reasonable costs, liabilities, 
expenses which it may reasonably sustain arising under or in connection with 
that person’s contract of employment and/or the termination of their 
employment. 

15 Disputes 

15.1 Any disputes arising between the Parties in relation to or in connection 
with the Contract shall, where applicable, initially be dealt with in accordance 
with the Escalation Path. 

15.2 Any controversy or claim arising out of or in connection with the Contract 
which cannot be resolved through the Escalation Path may on the agreement 
of both parties be resolved by mediation or where both parties do not agree to 
mediation or the mediation process does not resolve the dispute between the 
parties shall be settled by arbitration. 

15.3 The place of arbitration shall be Dublin, Ireland. The language to be used 
in the arbitral proceedings shall be English. The Arbitration Tribunal shall 
consist of a single arbitrator appointed by agreement between the Parties or, 
failing agreement between the Parties within thirty (30) days after a request for 
arbitration is made by any Party, appointed on the application of any party by 
the President for the time being of the Law Society of Ireland or in the event of 
his being unwilling or unable to do so by the next senior officer of the Law 
Society of Ireland who is willing and able to make the appointment. These 
provisions shall apply also to the appointment (whether by agreement or 
otherwise) of any replacement arbitrator where the original arbitrator (or any 
replacement) has been removed by Order of the High Court, or refuses to act, 
or is incapable of acting or dies. The decision of the arbitrator shall be final and 
binding on both parties. 

16 Intellectual Property 



 

16.1 Except for as expressly stated in this clause no Intellectual Property Rights 
of either party are transferred or licensed as a result of these Terms. 

16.2 Subject to any other terms expressly agreed by the parties or as set out in 
these Terms, each party grants the other a royalty-free, non-exclusive, non-
transferable licence (or, where relevant an appropriate sub- licence) of such of 
its Intellectual Property Rights as are necessary to enable the other party to 
fulfil its obligations under the Contract or solely to the extent necessary to 
make use of the Deliverables supplied under the Contract but not otherwise 
and in the case of the Client for internal purposes only. 

16.3 The Client: 

16.3.1 will not use the Intellectual Property Rights of Ekco or Ekco Materials ( 
“Ekco Property”) for any other purpose; 

16.3.2 will not modify or reverse engineer or take any similar action in relation 
to any propriety software of Ekco (except so far as required for 
interoperability); and 

16.3.3 may sublicense its Affiliates to use Ekco Property on the terms of this 
clause 15, and provided that the Client is liable for any breaches by them of 
such terms, but will not otherwise assign, sublicense or deal with Ekco 
Property. 

16.4 For the avoidance of doubt, unless otherwise provided in a SOW or SLA, 
any Intellectual Property Rights which may be created by Ekco during the 
performance of any SOW or SLA or otherwise in or arising out of or in 
connection with the provision of Deliverables to the Client, including, without 
limitation, ideas, know-how, techniques, enhancements or modifications to 
Ekco’s software source code or documentation, and any software scripts, shall 
be the property of Ekco. 

16.5 In the event that the Client does not pay all fees due and owing by it by 
the Due Date or breaches the Contract, Ekco reserves the right to revoke any 
licence granted to the Client in accordance with this clause 16. 

16.6 The Client acknowledges that, in respect of any third party Intellectual 
Property Rights, the Client's use of any such Intellectual Property Rights is 
conditional on Ekco obtaining a written licence from the relevant licensor on 
such terms as will entitle Ekco to license such rights to the Client. The Client 
hereby agrees to comply the terms of any such licence and hereby 
indemnifies and agrees to keep indemnified Ekco for any loss suffered by 
Ekco for breach of any such licence. 

16.7 All Ekco Property is the exclusive property of Ekco. 



 

17 Change Control Procedure 

17.1 At any time the Client may request and Ekco may recommend changes to 
the scope of the Deliverables the subject of a SOW/SLA and/or Quote in 
accordance with the change control procedure set out in the SOW or SLA. 

18 Termination 

18.1 In addition to any other remedies or rights which either Party may have at 
law or in equity, either Party shall be entitled to terminate the Contract: 

18.1.1 by giving sixty (60) days written notice to the other Party if that other 
Party is in breach of its obligations under these Terms and/ or a SOW/SLA 
and/or Quote and does not rectify the breach within sixty (60) days of being 
requested to do so in writing; or 

18.1.2 immediately on written notice if an Insolvency Event occurs in respect 
of the other Party. 

18.2 Without limiting its other rights or remedies, Ekco may terminate the 
Contract with immediate effect by giving written notice to the Client if: 

18.2.1 the Client fails to pay any amount due under this Contract on the due 
date for payment and fails to pay all outstanding amounts within fourteen 
(14) days after being notified in writing to do so; or 

18.2.2 the Client is in breach of the Contract; 

18.2.3 the Client suspends or ceases, or threatens to suspend or cease, to 
carry on all or a substantial part of its business; or 

18.2.4 the Client's financial position deteriorates to such an extent that in 
Ekco's opinion the Client's capability to adequately fulfil its obligations under 
the Contract has been placed in jeopardy. 

18.3 In the event of termination of the Contract for any reason, the Client will 
pay all outstanding amounts due to Ekco (including fees and expenses) up to 
the date any SOW/SLA ends. 

18.4 On termination of the Contract for any reason: 

18.4.1 the Client shall immediately pay to Ekco all of Ekco's outstanding 
unpaid invoices and interest, if applicable, and, in respect of Deliverables 



 

supplied but for which no invoice has been submitted, Ekco shall submit an 
invoice, which shall be payable by the Client immediately on receipt; and 

18.4.2 the Client shall return all of Ekco’s Materials and any deliverables 
which have not been fully paid for. If the Client fails to do so, then Ekco may 
enter the Client's premises and take possession of them. Until they have 
been returned, the Client shall be solely responsible for their safe keeping 
and will not use them for any purpose not connected with this Contract. 

18.5 Any termination of the Contract shall not affect any accrued rights or 
liabilities of either Party nor shall it affect the coming into force or the 
continuance in force of any provision of these Terms, which is expressly or by 
implication intended to come into force on or survive termination. 

20 General 

20.1 Nature of Agreement: - Nothing in these Terms shall (i) constitute or be 
deemed to constitute a partnership, agency or joint venture between the 
Parties hereto or constitute or be deemed to constitute either Party the agent 
of the other for any purpose whatsoever; nor (ii) preclude Ekco from providing 
similar or any other Products and/or Services to any other person or entity, 
other than the Client. 

20.2 Waiver: - No delay, act or omission by either party in exercising any right 
or remedy will be deemed a waiver of that, or any other, right or remedy. The 
waiver by any Party of a breach or default of any of the provisions of these 
Terms or a SOW/SLA and/or Quote by the other Party, shall not be effective 
unless in writing and signed by the Party granting the waiver. 

20.3 Notice: - Any notice or other communication given or made under these 
Terms shall be in writing and may be delivered to the relevant Party or sent by 
pre-paid registered post to the address of that Party specified in these Terms 
or such other address as may be notified hereunder by that Party from time to 
time for this purpose and will be effective notwithstanding any change of 
address not so notified. Unless the contrary is proved, each such notice or 
communication will be deemed to have been given or made and delivered, if 
by post 48 hours after posting, if by delivery when left at the relevant address. 

20.4 Assignment and other dealings:- Ekco may at any time assign, transfer, 
mortgage, charge, subcontract or deal in any other manner with all or any of 
its rights under the Contract and may subcontract or delegate in any manner 
any or all of its obligations under the Contract to any third party or agent. The 
Client shall not, without the prior written consent of Ekco, assign, transfer, 
mortgage, charge, subcontract, declare a trust over or deal in any other 
manner with any or all of its rights or obligations under the Contract. 



 

20.5 Time: - Unless stated otherwise, time is not of the essence of any date or 
period specified in the Contract. 

20.6 Succession: - The Contract will bind and benefit each party’s successors 
and personal representatives. 

20.7 Severability: - The finding by a court or administrative body of competent 
jurisdiction that a provision of the Contract is invalid or unenforceable shall not 
affect the validity or enforceability of the other provisions of the Contract. 

20.8 Governing Law and Jurisdiction: - The Contract shall be governed by and 
construed by the laws of the Ireland and the Parties submit, subject to the 
provisions of clause 15, to the exclusive jurisdiction of the courts of the Ireland. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

   

 

DATA PROCESSING SCHEDULE 

Part A  
Operative provisions 

1 Definitions 

1.1 In this Schedule: 

Controller has the meaning given in applicable Data 
Protection Laws from time to time; 

Data Protection Laws is as defined in the main body of the T&Cs; 

Data Subject has the meaning given in applicable Data 
Protection Laws from time to time; 

Personal Data has the meaning given in applicable Data 
Protection Laws from time to time; 

Personal Data Breach has the meaning given in applicable Data 
Protection Laws from time to time; 

processing has the meaning given in applicable Data 
Protection Laws from time to time (and related 
expressions, including process, processed and 
processes shall be construed accordingly); 

Processor has the meaning given in applicable Data 
Protection Laws from time to time; 

Protected Data means Personal Data received from or on behalf 
of the Customer (including from the Customer’s 
other data processor(s)) in connection with the 
performance of Ekco’s obligations under the 
Contract; and 

Sub-Processor means any agent, subcontractor or other third 
party (excluding its employees) engaged by 
Ekco for carrying out any processing activities on 
behalf of the Customer in respect of the 
Protected Data. 

2 Roles under Data Protection Laws 

The parties agree that the Customer is a Controller and that Ekco is a Processor for the purposes of 
processing Protected Data pursuant to the Contract.  



 

 

   

 

3 Customer’s compliance with Data Protection Laws 

The Customer shall, at all times, comply with all Data Protection Laws in connection with the 
processing of Protected Data. The Customer shall ensure all instructions given by it to Ekco in respect 
of Protected Data (including the terms of the Contract) shall at all times be in accordance with Data 
Protection Laws. Nothing in the Contract relieves the Customer of any responsibilities or liabilities 
under any Data Protection Laws. For the avoidance of doubt, any third party data processor appointed 
by the Customer to integrate or co-operate with the Services shall be the data processor of the 
Customer, not Ekco, and Ekco shall have no responsibility for the acts or omissions of the third party. 

4 Ekco’s compliance with Data Protection Laws  

Ekco shall process Protected Data in compliance with the obligations placed on it under Data 
Protection Laws and the terms of the Contract. 

5 Instructions 

5.1 Ekco shall only process the Protected Data in accordance with the Contract including Part B of 
this Schedule, except to the extent: 

5.1.1 that alternative processing instructions are agreed between the parties in writing; or 

5.1.2 otherwise required by applicable law (and shall inform the Customer of that legal requirement 
before processing, unless applicable law prevents it doing so on important grounds of public interest). 

5.2 Without prejudice to paragraph 2 of this Part A, if Ekco believes that any instruction received by 
it from the Customer is likely to infringe the Data Protection Laws it shall be entitled to cease to provide 
the relevant Services until the parties have agreed appropriate amended instructions which are not 
infringing. 

6 Security 

Taking into account the state of technical development and the nature of processing, Ekco shall 
implement and maintain the technical and organisational measures set out in Section 2 of this 
Schedule to protect the Protected Data against accidental, unauthorised or unlawful destruction, loss, 
alteration, disclosure or access. 

7 Sub-processing and personnel 

7.1 The Customer hereby authorises Ekco to engage third-party Sub-Processors in connection with 
the provision of the Services. A list of Sub-Processors engaged by Ekco from time to time is available 
on reasonable written request.  

7.2 Ekco shall: 

7.2.1 prior to the relevant Sub-Processor carrying out any processing activities in respect of the 
Protected Data, appoint each Sub-Processor under a written contract containing materially the same 
obligations as under this Schedule (including those relating to sufficient guarantees to implement 
appropriate technical and organisational measures) that is enforceable by Ekco and ensure each such 
Sub-Processor complies with all such obligations; 



 

 

   

 

7.2.2 remain fully liable to the Customer under the Contract for all the acts and omissions of each 
Sub-Processor as if they were its own; and 

7.2.3 ensure that all persons authorised by Ekco or any Sub-Processor to process Protected Data are 
subject to a binding written contractual obligation to keep the Protected Data confidential. 

8 Objection right for new Sub-Processors 

Ekco may engage new Sub-Processors from time to time, provided always that Ekco shall comply with 
paragraph 7.2 of this Part A, before engaging the same in connection with the provision of the 
applicable Services. The Customer may object to Ekco’s use of a new Sub-Processor by notifying 
Ekco in writing within 14 days after receipt of Ekco’s confirmation of the appointment of such Sub-
Processor. In the event the Customer notifies Ekco in writing of a reasonable objection to a new Sub-
Processor within such 14 day period, Ekco will use reasonable endeavours to avail the Customer of a 
change in the Services or recommend a change to the Customer’s configuration or use of the Services 
to avoid processing of Personal Data by the new Sub-Processor. For the avoidance of doubt, Ekco 
shall have no liability for any failure to provide the Services which (i) arises due to the Customer’s 
objection to the new Sub-Processor, or (ii) would not have arisen in the absence of the Customer’s 
objection to the new Sub-Processor. If Ekco does not make available such change (or ensure that the 
Sub-processor will not process the Protected Data) within a reasonable period of time, either party 
may terminate the Contract on 14 days written notice to the other (provided that the Customer’s notice 
shall be ineffective if Ekco notifies the Customer prior to expiry of the Customer’s notice of termination 
that the proposed additional Sub-processor shall not be engaged to process the Protected Data). Ekco 
will not be obliged to refund the Customer any prepaid Charges with respect to such termination, and 
the Customer shall on termination pay the entirety of the Charges agreed for the remainder of the 
Initial Term or (as the case may be) Renewal Period. 

9 Assistance 

9.1 Ekco shall (subject to payment of Ekco’s reasonable charges) assist the Customer in ensuring 
compliance with the Customer’s obligations pursuant to Articles 32 to 36 of the GDPR (and any similar 
obligations under applicable Data Protection Laws) taking into account the nature of the processing 
and the information available to Ekco. 

9.2 Ekco shall (subject to payment of Ekco’s reasonable charges) and taking into account the nature 
of the processing, assist the Customer (by appropriate technical and organisational measures), insofar 
as this is possible, for the fulfilment of the Customer’s obligations to respond to requests for exercising 
the Data Subjects’ rights under Chapter III of the GDPR (and any similar obligations under applicable 
Data Protection Laws) in respect of any Protected Data. 

10 International transfers 

10.1 The Customer agrees that Ekco may process and/or transfer, or otherwise directly or indirectly 
disclose, Protected Data in or to countries outside the European Economic Area and the United 
Kingdom without the prior written authorisation of the Customer, provided all such processing and/or 
transfers shall (to the extent required under Data Protection Laws, and excepting any transfer to the 
Customer or to another data processor appointed by the Customer) be effected by means of such 
legally enforceable mechanisms for transfers of Personal Data outside the United Kingdom and the 
European Economic Area as may be permitted under Data Protection Laws from time to time. This 
paragraph comprises part of the Customer’s instructions to Ekco. 



 

 

   

 

11 Audits and processing 

Ekco shall, in accordance with Data Protection Laws, make available to the Customer such information 
that is in its possession or control as is necessary to demonstrate Ekco’s compliance with the 
obligations placed on it under this Schedule and to demonstrate compliance with the obligations on 
each party imposed by Article 28 of the GDPR (and under any equivalent Data Protection Laws 
equivalent to that Article 28 of the GDPR). Ekco shall maintain, in accordance with Data Protection 
Laws binding on it, written records of all categories of processing activities carried out on behalf of the 
Customer. Ekco shall, in accordance with Data Protection Laws, contribute and allow for audits either 
by (at its option): (i) making available to the Customer interviews with Ekco personnel, and such 
reports, audits or other information in its possession as it considers appropriate, which the Customer 
must treat confidentially under the confidentiality provisions of the T&Cs or under a non-disclosure 
agreement concluded between the parties; or (ii) responding to a written security questionnaire 
submitted to it by the Customer provided that the Customer will not exercise this right more than once 
per year and will hold Ekco’s responses in confidence under the confidentiality provisions of the T&Cs. 

12 Breach 

Ekco shall notify the Customer without undue delay and in writing on becoming aware of any Personal 
Data Breach in respect of any Protected Data. 

13 Deletion/return and survival 

On the end of the provision of the Services relating to the processing of Protected Data, at the 
Customer’s cost and the Customer’s option, Ekco shall either return all of the Protected Data in its 
possession to the Customer or securely dispose of the Protected Data (and thereafter promptly delete 
all existing copies of it) except to the extent that any applicable law requires Ekco to store such 
Protected Data. This Schedule shall survive termination or expiry of the Contract. 

  



 

 

   

 

Part B  
Data processing and security details 

Section 1 — Data processing details 

Processing of the Protected Data by Ekco under the Contract shall be for the subject-matter, duration, 
nature and purposes and involve the types of Personal Data and categories of Data Subjects set out 
in this Part B. The Customer acknowledges that any processing of Personal Data is incidental to the 
Services and not a primary part of the Services. 

1 Subject-matter of processing: 

The provision by Ekco of the Services to the Customer, including the backup, storage and recovery of 
the Customer’s data for the purposes of protecting the secure availability of data and information 
technology services to the Customer.  

2 Duration of the processing: 

The duration of the Contract and for an additional period of up to 30 days. 

3 Nature and purpose of the processing: 

Storage, support, and other activities comprised in the Services.  

4 Type of Personal Data: 

Any Personal Data comprised in the Customer Data. 

5 Categories of Data Subjects: 

Any Data Subjects identified in the Customer Data. 

Section 2 — Minimum technical and organisational security measures 

Customers expect robust information security and need to know that any data they share with Ekco is 
securely protected. Likewise, it is essential for Ekco to protect its own information assets and Ekco 
recognises that the best way of achieving this is to adopt internationally accepted information security 
best practices, ensuring alignment with international standards. Ekco has developed an Integrated 
Management System (IMS) to oversee our approach to information security, quality management, IT 
service management, business continuity management, and environmental management. The Ekco 
IMS includes ISO/IEC 27001:2013 certification.  

The IMS is overseen by senior stakeholders from across the Ekco business in the form of the IMS 
Audit & Risk Committee (IMS ARC). The IMS ARC are responsible for the conduct of the IMS, directing 
Ekco’s information security and privacy policies, procedures, and operations to identify potential areas 
of vulnerability and risk and assist with the strategic direction for information security. Ekco have 
appointed a chief information security officer, who is responsible for the day-2-day operation of Ekco’s 
information security controls as well as a head of governance, risk, and compliance, who is responsible 
for developing, implementing, and operating Ekco’s information security, risk & privacy programme in 
accordance with all applicable laws, rules and regulatory requirements. 



 

 

   

 

Ekco is one of Europe’s leading cloud & cyber security specialists, with a network of infrastructure and 
security specialists across Europe. Ekco’s managed security services practice (MSSP), Ekco Security, 
provides the company with managed security services to support the IMS, including managed SIEM, 
managed security testing and managed vulnerability management services. The IMS is audited 
internally by our governance, risk & compliance audit team and externally by independent external 
certification bodies. 
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